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NHO®OPMALIMOHHAS ITAMATKA
JUJISI OBYYAIOILIUXCSA AJ151 PASMEIIEHUSA

HA O®PUIINAJIBHBIX HUHTEPHET-PECYPCAX

C KaxapIM T'OJIOM MOJIOJIC)KH B HHTEPHETE CTAHOBUTHCS OOJIBIIIE, A IITKOJIBHUKH OJIHH U3 CAMBIX
aKTUBHBIX IOJIb30BaTenel Pynera. Mexay TeM, MOMUMO OTPOMHOI0O KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HeceT U MPoOJIeMbl. DTa MaMsaTKa JOJDKHA TOMOYb Tebe 6e30macHo
HaXOJUTHLCS B CETH.
o KomnbloTepHbIEe BUPYCHI
e Ceru WI-FI
o CommajbHble CeTH
DJIeKTPOHHbIE JeHbI'H
JIEKTPOHHAS IMOYTA
Kuo0epOyJaJuHIr WM BUPTYAJbHOE U3/1eBaTeJIbCTBO
MooOuabHbIH TeJaedoH
Online urpui
DOUIIMHT WJIH KPAKA JHYHBIX JAHHBIX
IMudposasi penyranus
ABTOpPCKOE NIPaBO

O nopraJe

KoMnblOTEepHBbIE BUPYChI
KomnblorepHblii BUPYC - 3T0 PA3HOBHAHOCTH KOMIIBIOTEPHBIX NPOIrPaMM, OTIHYHTEILHOM
0CO0CHHOCTBIO KOTOPOH SIBJISIETCH CIIOCOOHOCTH K Pa3MHOKeHHMI0. B 10110/IHEHNE K 3TOMY,
BUPYCHI MOT'YT ITOBPEIUTH WM NOJHOCTHIO YHUUTOXKHUTH BCe (ailiibl U TaHHbIE,
HOJJKOHTPOJIbHBIE [10JIb30BATENI0, OT KMEHH KOTOPOro ObuIa 3alylleHa 3apaKeHHask IporpaMma,
a TaKk)Ke MOBPEIUTh WIM JAaXKe YHUUTOXKHUTh ONEPALMOHHYIO CUCTEMY CO BCeMH (ailiiamu B
nesioM. B GonbIIMHCTBE CllyyaeB pacpoCTPaHsIOTCS BUPYChI Uepe3 HHTEPHET.
MeToabl 3a1IUTHI OT BPEAOHOCHBIX IPOrpamMM:

1. Hcnonb3yit coBpeMeHHbIE OIlEPallMOHHBIE CUCTEMbI, UIMEIOIINE CEPbE3HbI YPOBEHb
3alUTHl OT BPEJOHOCHBIX POTpam;

2. TlocrosiHHO ycTaHaBIMBal MauTH (LU(PPOBBIE 3aIUIATKH, KOTOPbIE ABTOMATUYECKH
YCTaHaBJIMBAIOTCS C LEJbIO JOPAOOTKH MPOrpaMMbl) U Ipyrue OOHOBIIEHUS CBOEH
orepannoHHOM cucteMbl. CkauuBail X TOJIBKO ¢ OQUIMAIBHOTO caiiTa pa3paboTunKa
OC. Ecnu cymiecTByeT pekuM aBTOMAaTHUYE€CKOTO OOHOBJICHUS, BKJIFOUH €T0;

3. Paloraii Ha cBOeM KOMITbIOTEpE TI0]] PaBaMHM MOJIH30BATEINS, @ HE a/IMUHUCTPATOpa. ITO
HE MO3BOJUT OOJIBIIMHCTBY BPEOHOCHBIX MIPOrPaMM MHCTAJIIMPOBATHCS HA TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMHBIE MPOYKTHI U3BECTHBIX POU3BOJIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub pU3NYECKUN AOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIUIL;

6. Hcnonp3yii BHEITHUE HOCUTENN HHPOPMAIINH, TaKHe KaK (UIeIiKa, JUCK Wik (aiii u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB,;

7. He oTkpbIBail KOMIBIOTEPHBIE (ailIbl, TOJYYEHHbIE U3 HEHAJE)KHBIX HCTOYHUKOB. J{axe
Te (ailsibl, KOTOpPbIE MPUCIIal TBOW 3HaKOMBIH. Jlydille yTouHM y HEro, OTIpaBJIsll I OH
Tebe ux.

Cerun WI-FI
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Wi-Fi - 3T0 He BUI mepeIayn JaHHBIX, He TEXHOJIOTHSI, a BCero JIMIIb OpeH, Mapka. Eme B
1991 rony Huaepnanjackas Kommanus 3apeructpuponaia 6pena "WECA", uro 0603Hadano
cioBocouetanue "Wireless Fidelity", koTopsblif mepeBoanuTcs kak "0ecrpoBoiHAs TOYHOCTD'.

Jlo Hamero BpeMeHH JAoIIa Ipyras abopeBuaTypa, KOTopas SBJISIETCS TAKOH )K€ TEXHOJIOTHEH.
Orto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha CTAaHAAPT BBICIICH
3ByKkoBo# TexHuku Hi-Fi, uTo B mepeBoie 03HavyaeT "BbICOKasi TOYHOCTD'.

Ja, 6ecrutaTHBI HHTEPHET-IOCTYI B Kae, OTENAX U adpOoIopTax SBISIETCS OTIMYHON
BO3MOXKHOCTBIO BBIXO/Ia B MUHTEpHET. HO MHOTHE 3KCTIEPTHI CUUTAIOT, 4TO 001Ie10CTynHBIe Wi-
Fi cetu He aBnsroTCS O€30MaCHBIMU.

CoBeTsbl 10 6€30MaCHOCTH PaGOTHI B 001e10CTYNHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuuHyo nHpopMmaimio yepes odmenocrynusie Wi-Fi cetu. Paboras
B HHX, JKEJIATEJIbHO HE BBOJUTH MAPOJIU JIOCTYIIA, JIOTUHBI U KaKUe-TO HOMEpa,

2. Vcnonp3yii 1 0OHOBIIAN aHTUBUPYCHBIE IPOTpaMMBbI U Opanamayep. TeM caMbIM ThI
oOe3omacuib ceds 0T 3aKaYKH BHPYyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢pynkuuio "O06muii noctyn K ¢aitiam u
npuntepam". JlanHas GyHKIUS 3aKpbITa 10 YMOJIYaHHUIO, OJJHAKO HEKOTOphIE
M0JIb30BATENH AKTUBUPYIOT €€ JUIsl yA00CTBa UCIIOIb30BaHUs B paboTe Win yueoe;

4. He ucnonb3yit myonuunbiii WI-FI anis nepenaun TUYHBIX JaHHBIX, HATPUMEp IS
BBIXO/Ia B COIMAJIbHBIE CETH WU B AJIEKTPOHHYIO MOUTY;

5. Hcnons3yii Tonbko 3amuiiennoe coeaunenue yepes HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B mo6mibHOM Tenedone otkaoun Gynkuuto "Tlogkmouenue k Wi-Fi aBromatuuecku".
He nomyckaif aBTOMaTH4eCKOr0 MOJIKIIOUEHUs ycTporcTBa K ceTsiM Wi-Fi 6e3 TBoero
coriacus.

CoumajbHble CeTH
ConuanbHble CETH aKTUBHO BXOJSAT B Hallly KU3Hb, MHOTHE JIOJU padOTaIOT U )KUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUJUIAAP/T YEIIOBEK, UTO SIBISICTCS OJTHOMN
CebMOIi BCeX KHUTENeH TuIaHeThl. MHOTHE MOJIb30BaTENH HE IIOHMMAIOT, YTO HH(pOpManus,
pa3MelIeHHasi UMU B COLIMAJIbHBIX CETSIX, MOKET ObITh HalJIeHa U UCII0JIb30BaHa KEM YrOJIHO, B
TOM YHCJIE€ HE 0053aTeIbHO ¢ OJJarMMH HaMEPEHUSIMH.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B CONATBHBIX CETHAX:

1. Orpanuyb ciucok apy3ei. Y Te0s B ApYy3bsSX HE JOIKHO ObITh CITy4ailHBIX U
HE3HAKOMBIX JIHOJIEH;

2. 3amminail cBOIO YacCTHYIO KU3Hb. He yka3piBaii maposu, TenedoHsl, aapeca, 1aTy TBOETO
POXKACHUS U JPYTYIO JIMUHYIO MHPOPMAIIHIO. 3TOYMBIIUIEHHUKH MOTYT HCIIOIb30BaTh
nake HH(HOPMAIIUIO O TOM, KaK Thl ¥ TBOHM POJIUTENHN TUTAHUPYETE MPOBECTH KaHUKYIIBI,

3. Bamminai CBOIO pEIyTaIHnIo - ACPKH €€ B YHCTOTE | 3a/1aBail cebe BOIPOC: XOTEN OBI ThI,
4yTOOBI IPYTHE MOIH30BATETU BUJIEIH, UTO ThI 3arpyxaenib? [logymait, mpexae ueM 4To-
TO OITYOJINKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPUIIIH C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEATbHOE UM 1
JIPYTYIO JIMYHYIO HHPOPMAIIUU: UMSI, MECTO KHUTEIHCTBA, MECTO Y4€ObI U TIpOYEE;

5. MWzGerait pazmenienus pororpaduii B IHTEpHETE, T11€ ThI H300pa’kKeH Ha MECTHOCTH, 110
KOTOPOW MOKHO OIPENEITUTh TBOE MECTOMOIOKECHHE;

6. Ilpu perucrparuu B COMAIBHON CETH HEOOXOIUMO HUCITOJIB30BATh CIIOXKHBIC TIAPOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. Jlnsa conmuanbHOM CETH, MOYTHI U APYTHX CAWTOB HEOOXOAMMO UCTIOIB30BaTh Pa3HbIC
napoii. Toraa eciu Te0s1 B3JIOMAIOT, TO 3JTOYMBIIIUICHHUKH TTOJIYYaT JOCTYIT TOJIBKO K
OJTHOMY MECTY, a HE BO BCE Cpasy.
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JIEeKTPOHHBbIE ICHbI'H
DJIEKTPOHHBIE JeHBbIH - 3TO 0YeHb YIO00HBIN cIIOCO0 MiIaTexeil, 0AHAKO CYyIIeCTBYIOT
MOIIICHHUKH, KOTOPbIe XOTAT MOJYYUTh 3TH JeHbIH.

ONEKTPOHHBIE JEHBIY MOSIBUINCH COBCEM HEJABHO M UMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyapcTBax 10 CUX IOP HE IPONUCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe onn yHKIMOHUPYIOT M O HUX YK€ TIPONKCAHO B 3aKOHE, TJIe UX pa3AeisaioT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHHUMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€E, B
KOTOPBIX pa3pelaeTcs MPOBOIUTH onepauy 0e3 HAeHTU(UKAIIUH TT0JIb30BaTENs, a B
HEaHOHMMHBIX MICHTH(UKALNS TOIH30BATEINS ABISETCS 005S3aTEIBHOM.

Taxoke clieayeT pa3nuyarhb JIEKTPOHHBIE (PHATHBIC AEHBIH (PaBHBI TOCYAAPCTBEHHBIM BaJTIOTaM)
U 3JICKTPOHHBIE He(UATHBIEC ACHBIH (HE paBHBI TOCY/IAPCTBEHHBIM BAIIOTAM).

OcHoBHbBIE cOBeThI 10 0e30nacHoil padoTe ¢ JIEKTPOHHBIMH JeHbIAMM:

1. TlpuBsxu Kk cyeTy MOOMIBHBIHN TenedoH. DTo camblil yIOOHBIH U OBICTPHIN CIIOCOO
BOCCTAaHOBUTH JIOCTYII K cueTy. [IpuBs3anHblii TeneoH MOMOXKET, eciy 3a0yAeib CBOM
IJIATEXKHBIN [TApOJIb WU 3alIe1Ib HA CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonp3yit oqHopa3osble naposu. Ilocie nepexona Ha yCUIEHHYIO aBTOPU3ALUIO Te0e
y’Ke He OyZeT yrpokaTh OaCHOCTh Kpa)ky WJIM TepexBaTa IJIaTeXHOIo apoJis;

3. Boibepu cnoxublil napons. [IpecTtynHukam 6yJeT He MPOCTO yrajaTh CIOKHBINA HapoJib.
HapnexHble nmaposu - 3To napoJiu, KOTOpbIe COAEP)KaT HE MEHEe 8 3HaKOB U BKIIIOUYAIOT B
ce0si CTpOYHBIE U ITPONUCHBIE OYKBBI, IU(PBI M HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK
noiapa, GyHTa, BOCKIMIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIE JJAHHbIE HA CaliTaX, KOTOPHIM HE JOBEPSCILb.

JJIEKTPOHHAA MOYTA
BJIEKTPOHHZIH mo4Ta - 3TO0 TEXHOJOIud U MIPpeA0CTaBJIACMbIC €10 yCJIyFI/I M0 MepeCbLJIKE U
MOJIYYCHHUTIO 3JCKTPOHHBIX COOﬁIHeHHﬁ, KOTOPbIE€ pacnpeacjasiroTcs B KOMHBIOTepHOﬁ CceTn.
OOBIYHO JIEKTPOHHBIN OYTOBBIN SIIUK BBITIISIUT CIEIYIOMIUM 00pa3oM:
UMS_TIOJIb30BaTEISI(@UMsSL_oMeHa. Takke KpoMme repegadn MpoCcTOro TEKCTa, UMEETCs
BO3MOXKHOCTb IepeaaBaTh (paisibl.

OcHoBHBIE COBETHI 10 0e30nacHOi padoTe ¢ JJICKTPOHHOM MOYTOM:

1. Hapno BbIOpaTh MpaBUIIBHBIN TOYTOBBIN cepBHC. B MHTEpHETE €cTh OrpOMHBIN BEIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE IOBEPATh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3piBaii B q1MuHON noure nu4Hyto nHGopmMaruio. Hampumep, tydine BeIOpaTh
"My3bIKanbHbIN (aHaT@" uan "pok2013" BmMecTo "Temal3";

3. Hcnonb3yii ABYX3TaNHYIO aBTOPHU3ALHI0. ITO KOTJa IOMUMO MapoJist Hy’KHO BBOJIUTh
KO/, IpHUChIIaeMblii 1o SMS;

4. BpiOepu cI0XKHBIN Mapob. [t KaXk10ro mo4YToBOrO SIIKKa JOJIKEH ObITh CBOMN
HaJICKHBIA, YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTh BO3MOXKHOCTB HalMCaTh CAMOMY CBOU JIMYHBIN BOMPOC, UCTIONB3YH ATy
BO3MOKHOCTB;

6. Mcnonp3yii HECKOIBKO MOYTOBBIX SIIUKOB. [1epBbIil ISt YaCTHOW EPENICKH C
aZpecaTtaMu, KOTOPBIM ThI IOBEPSACIIb. JTO JIEKTPOHHBIN aApec HE HAJ0 UCIIOIb30BATh
IIpU perucTpanuu Ha popymax u carax;

7. He oTkpbiBaii ¢aiinibl ¥ Ipyrue BIOXKEHUS B MMCbMaX, JaXke €CJIM OHU MPUIILTH OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIIPABIISUIN T OHU TeOe 3TH (ailiibl;

8. Tlocne oxoHuaHus pabOTHI HA TIOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKIIAJIKH C CAUTOM
He 3a0y/1p HaKaTh Ha "BeiidTu".

Kuo6epOovaauHr njiim BUPTYAJbHOE U31€BATEJILCTBO
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Ku0epOyJuIuHr - npecjiefoBanne COOOIIEHUSIMHU, COAEPKALUMHI 0CKOPOJIeHHSs, arPecCHIo,
3anyruBaHme; XyJUraHCTBO; CONMAJIbHOEe 0OHKOTHPOBaHHE C IOMOIIBI0 Pa3IHYHbIX
HHTEPHET-CePBHCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHTOM:

1. He Gpocaiics B 00ii. JIyummii crioco0: mOCOBETOBAaThCS Kak ce0si BECTH U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTHThCS, TO BHaYaJle yCIOKOUTHCS. Eciiu Tl HaYHeh OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elle OOJIbIle pa30kKelb KOH(IUKT;

2. VYupasisii cBoel kKubeppemnyTaiuei;

3. AHOHMMHOCTH B ceTd MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOMT 32
AQHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyIMTaHCKUI 00pa3 BUPTyanbHOH x)u3HU. HTEpHET (huKcupyer Bce
TBOM JICUCTBUS U COXPAHSCT UX. Y IaTUTh X OyAeT KpaiiHe 3aTPpyAHUTEIHHO;

5. Cobnromaii CBOIO BUPTYAIbHYIO YECTh CMOJIOY;

6. Urnopupyit enuanyHblil HeratuB. OIHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHHS TyIe
UrHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOW CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOLIEHUSAMH, B COLIMATIbHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOLIEHUH C ONPEAEICHHBIX a/IpECOB;

8. Ecnu 1bI cBUAETEND KHOEpOYIMHTa. TBOM NEfCTBUSA: BEICTYIIUTh IPOTHB
IpecieoBaTelis, I0Ka3aTh €My, YTO €ro JeHCTBUS OLIEHUBAIOTCS HEraTUBHO,
HOJIEPKaTh JKEPTBY, KOTOPOH HY)KHA IICUXOJIO0rMYecKast TOMOIIlb, COOOIIUTE B3POCIIBIM
0 (hakTe arpecCUBHOIO IIOBEJICHUS B CETH.

MooOubHbIN TeJaedoH
CoBpemeHnHbIe cMapT(HOHBI U TUIAHIIETHI COJEPKAT B ce0e BIOJIHE B3POCIbI (DYHKIIMOHAT, U
TCIICPb OHU MOT'YT KOHKYPUPOBATH CO CTAIITUOHAPHBIMH KOMIIBKOTECPAMMU. O,Z[HaKO, CpCacCTB
3allIUThI JJI1 HOI[O6HBIX YCTPOﬁCTB IIOKA OUYCHb MAJIo. TCCTI/IpOBaHI/Ie " ITOUCK yﬂSBHMOCTCﬁ B
HUX HpOI/ICXOI[I/IT HE TaK HHTCHCHUBHO, KaK AJIs HK, TO K€ CaMO€ KacCcacTCia n MO6I/IJII)HI>IX
IIPUIIOKEHUN.

CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl yKe MPAaKTUYECKU JOIHAIM HACTOJIbHBIE aHAJIOTH, OJITHAKO
pacupeHue (yHKIIMOHAaJa BIIeUeT 3a c000 OOJIBIIYIO CI0KHOCTh ¥ MEHBIIYIO 3aLIUILIEHHOCTD.
Jlaneko He Bce MPOU3BOAUTENN BBITYCKAaOT OOHOBIIEHHSI, 3aKPBIBAOIINE KPUTHUECKHUE
YSI3BUMOCTH U1l CBOUX YCTPOMCTB.

OcHoBHBIE cOBeTHI 1JIs1 0€30MaCHOCTH MOOMJILHOTO TeJiedoHa:

e Huuero He sBIseTCs MO-HAcTosIIEMY OecIIaTHBIM. byib ocTOpoXeH, Beib Korja Tebe
npe/laratoT 6eCIuIaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKME-TO TUIaTHbIE
YCIIyTH;

e Jlymaii, npexse ueM otnpaBuTh SMS, ¢poto unu Buaeo. Thl TOUHO 3HACIb, T OHU
OyayT B KOHEUHOM UTOTe?

e Heob6x0a1Mo OOHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(oHa;

e lcnonb3yii aHTUBUPYCHBIE TPOrPAMMBI JIsI MOOMIIBHBIX TeJIe()OHOB;

e He 3arpyxail npunoxeHust OT HEM3BECTHOIO HCTOYHUKA, BE€b OHU MOTYT COJIEP’KATh
BPEIOHOCHOE MPOrpaMMHOE 00ECIICUEHHUE;

e [locne Toro kak Thl BBIIICIIB C caiiTa, Il BBOAWI JIUYHYIO HH(OPMALINIO, 3ali1U B
HACTPOWKH Opaysepa U ynainu cookies;

e [lepuonnyecku npoBepsii, KAKUE MJIATHBIE YCIYT'M AKTUBUPOBAaHbI HA TBOEM HOMEDE;

e Jlagaii cBOif HOMEp MOOMIJIBHOTO Tene(OoHa TOIBKO JIOASIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsICIIb;

e Bluetooth gomken ObITh BHIKIIIOUEH, KOT/Ia Thl UM He Mosb3yenbesi. He 3a0b1Bail nHoraa
IIPOBEPSATH 3TO.
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Online urpol
COBpeMeHHLIe Oﬂﬂaﬁﬂ'ﬂrpbl - 3TO Kpaco‘lﬂble, 3axBaTbIBAKOIIIUEC pa3B.ﬂe‘leHI/Iﬂ,
00beIMHSIOIIME COTHH THICAY YeJI0BEK M0 BceMy MUPY. Mrpoku vccaeayroT JaHHbIH UM MUD,
OOIIaf0TCs APYT C APYTOM, BBIOJHSIOT 3aaHUSs, CPAXKAIOTCS C MOHCTPAMH U TIOJIYYatOT OIBIT.
3a yI0BOJIBCTBHE OHU IUIATAT: MOKYIMAIOT TUCK, OTUIAYMBAIOT aDOHEMEHT MJIH MPHOOPETAIOT
KaKHe-TO OIIIHH.

Bce a1u cpeacTBa uayT Ha MoAIEepKaHUE U PA3BUTHE UTPHI, @ TAK)KE HAa caMy 0€30MacHOCTb:
COBEPILEHCTBYIOTCSI CHCTEMbI aBTOPU3AIINH, BBITYCKAIOTCSI HOBBIE MaTYH (IIU(PPOBBIC 3aINIATKH
JUISL IPOTPAMM), 3aKPBIBAIOTCS YI3BUMOCTHU CEPBEPOB.
B nopo6HBIX Urpax CTOUT ONAacaThCsl HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPasky TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALUU OOJIBITMHCTBA UTP.
OcHoBHBIE COBETHI 10 0€30I1ACHOCTH TBOEr0 HTPOBOI0 AKKAYHTA:

1. Ecnm npyroii urpok BeneT cedsi MI0X0 WK co3aaeT Tede HeMPHUIATHOCTH, 3a0I0KUpPYil ero

B CIIMCKE UTPOKOB;

2. Tloxanyiicsa aAMUHUCTPATOPaM UI'PBI HA IJI0XOE ITOBEIEHUE ITOI0 UTPOKA, JKENATEIBHO
IIPWIOKUTH KaKHE-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;
He yka3piBaii muunyro uHOpMaIKio B mpodaiisie urpsl;
YBaxai Ipyrux y4aCTHUKOB I10 UTPE;
He ycranaBnuBaii HeopuIaabHble MaTYU U MOJbI;
Hcnonp3y# CII0KHBIE U Pa3HbIE TapOJIH;
Jla>xe BO BpeMs1 TPl HE CTOUT OTKJIKOYaTh aHTUBUPYC. [Ioka Tl urpaenis, TBOI
KOMIIBIOTEP MOTYT 3apa3uTh.

Nogaksow

OumuHr nan KpPpaka JINYHbIX JTAHHbIX
OOBIYHOM KpaXkeil JeHeT U TOKYMEHTOB CErOAHs YK€ HUKOTO He yIUBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIUICHHUKH ITEPEMECTUIIUCH B UHTEPHET, U IPOJOHKAIOT
3aHUMAaThbCs "MIOOUMBIM" 1€JIOM.

Tak nosiBuiIach HOBas yrpo3a: HHTEPHET-MOILIEHHUYECTBA WM (PMIINHT, IVIaBHAS eJb
KOTOPOI0 COCTOUT B NMOJYy4YeHHH KOH(PHUIEHINAIBHBIX JAHHBIX 10JIb30BaTeIeil - JIOTHHOB H
napoJieii. Ha anrnuiickoM si3pike phishing unrtaercs kak ¢ummnr (ot fishing - psioHas nosis,
password - maposb).
OcHoBHBIE cOBeThI 10 00opble ¢ PUIIMHIOM:
1. Cnenu 3a cBouM akkayHTOM. Ecnu ThI O7103peBaeliib, YTO TBOSI aHKETA ObLIa B3JIOMaHa,
TO HE0OXO0AUMO 3a0JIOKUPOBATh €€ U COOOLIUTh aMUHUCTPATOPaM pecypca 00 ITOM Kak
MOKHO CKOpE€;
2. Hcnonp3yit 6e30nacHble BeO-caiiThl, B TOM YHCJI€, HHTEPHET-Mara3uHOB U IOUCKOBBIX
CHUCTEM;
3. Hcnonw3yii cliokHBIE ¥ pa3HbIe Tapoiu. TakuM 00pa3oMm, eciii Te0sl B3IIOMAOT, TO
3JI0YMBIIIJIEHHUKY TOIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQHIIIO B CETH, a HE KO
BCEM;
4. Ecnu Te0s B3JI0MaJIN, TO HEOOXOJUMO MPENYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBJIeHBbI y TEOS B IPY3bSIX, O TOM, YTO T€OS B3JIOMaIH U, BO3MOKHO, OT TBOEI'O UMEHU
OyZIeT pacchliaThCsl CllaM U CChUIKU Ha (PUIIMHTOBBIE CalThI;
5. VYcranosu HanexHbi naposb (PIN) Ha MoOMIbHBIN TenedoH;
OTKITI0YM cOXpaHEHHE MapoJisi B Opaysepe;
7. He otkpbiBail ¢aitnibl ¥ Ipyrue BIOKEHUS B MUCbMaX, Jake €CJIM OHU MPUIILIU OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISIN JIU OHU Te0e 3T (aiiibl.

o
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IHudposas penyranus
Indposas penyranus - 3T0 HeraTUBHasi WM MO3UTUBHAsI MH(poOpManus B ceTH 0 Tede.
Komnpomernpywumas napopmanus, pa3MellicHHasi B MHTEPHeTe, MOKeT Cepbe3HbIM
00pa3oM 0Tpa3suTHCS HA TBOeH peajibHOM ku3HU. "'llndposas penyrauus' - 310 TBOI
UMUK, KOTOPbI (popMupyercs u3 uHpopmannu o Tede B HUHTEPHETE.

TBoOe MecTO KHUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH XapaKTepa U
pacckasbl 0 OJIU3KUX - BCE 3TO HAKATUIMBAECTCS B CETH.
MHorue noJIpoCTKU JETKOMBICICHHO OTHOCSITCS K TTyOJIMKAINY TUYHON HHPOPMAITIH B
NuTtepHeTe, HE TOHMMAs BO3MOKHBIX MOCIEACTBUM. ThI 1a’ke HE CMOKEIIb J0TaaThCsl O TOM,
gto dororpadus, pa3MerieHHas 5 JeT Ha3all, cTaja MPUINHON 0TKa3a MPUHSATH TeOs Ha padoTy.
KommeHnTapuu, pazmenienie TBoux Gororpaduii u qpyrue 1eicTBUS MOTYT HE UCUE3HYTh JaKe
MOCJIE TOTO, KaK Thl UX YJAJIUIIh. ThI HE 3HACIIH, KTO COXPAHMI 3TY HHPOPMAIIHIO, TOMaIa JIH
OHa B IOMCKOBBIE CUCTEMbI U COXPAHUJIACH JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe
OKPYKAOIIHE JTIOAH, KOTOPhIC HAWAYT M YBUIAT 3T0. Haiitu nH(pOpMaIINi0 MHOTO JIET CITYCTS
CMOKeT JI000i1 - Kak U3 100phIX TOOYKACHHM, TaK U C HAMEPEHHEM NMPUYUHUTE Bpel. ITO
MOJKET OBITh KTO YTOJIHO.
OcHOBHBIE COBETHI 10 321U Te HM(PPOBOH penyTalum:
1. Tomymaii, mpex/ie 4em 4To-TO MyOJIMKOBATh U MepeiaBaTh y ce0s B 6J0re Wil B
COIIMAJIbHOM CETH;
2. B nacrtpoiikax npoduss yCTaHOBH OTPaHUYEHUs HA POCMOTP TBOETrO NpOouIs U ero
COJIEPKUMOTO, C/IeJIall €ro TOJNbKO "1 Apy3ei';
3. He pa3memniaiil u He yka3biBail HH(pOpMAIIHIO, KOTOPaAsk MOKET KOTO-JIN00 OCKOPOISITh UITH
00MXKaTh.

ABTOpPCKOE MPaBo
COBpeMeHHbIe INKOJIBbHHUKMH - AKTHUBHbBIC ITOJbB30BaATC/IN III/I(l)pOBOFO IpoCTpaHcTBAa.
O}IHaKO JAJEKO0 HE BCE 3HAIOT, YTO IMOJb30BAHUEC MHOI'MMH BO3MOKHOCTAMHA IlH(l)pOBOFO
MHUpa TpeﬁyeT COﬁJ’IlOHeHHﬂ IpaB HA HHTECJIJICKTYAJbHYIO COOCTBEHHOCTD.

TepMuH "MHTEIEKTYyalbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3JIMUYHBIM TBOPEHUAM
4eJI0BEYECKOI0 yMa, HauMHasi C HOBBIX U300pETeHUH 1 3HaKOB, 0003HAYAIOLINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, ¥ 3aKaHYUBasi KHUramu, ¢pororpadusaMu, KHNHOGUIbMaMH U
MY3BIKaJIbHBIMU IPOU3BEICHUSIMMU.

ABTOpCKHE NIPaBa - 3TO IPABa HA HHTE/ICKTYaJbHYI0 COOCTBEHHOCTDH HAa NPOU3BEICHHUS
HAYKH, JUTEPATYPhI H HCKYCCTBA. ABTOPCKHE NIPABA BHICTYNAIOT B Ka4eCTBE TAPAHTHH
TOI'0, YTO HHTEJICKTYAJIbHBIH/TBOPYECKHI TPYA aBTOPA He OyJeT HANIPACHBIM, JACT eMy
cIpaBe/VINBbIe BO3MOKHOCTH 3apa0doTaTh Ha pe3yJbTaTax CBOEro Tpyaa, NoJy4YuTh
U3BECTHOCTH U Npu3HaHue. HukTo 6e3 pasperieHus aBTopa He MOKET BOCIIPOU3BOIUTD €ro
IIPOU3BEIEHUE, PACIIPOCTPAHATD, MyOINYHO JEMOHCTPUPOBATh, IPOJIaBaTh, UMIIOPTUPOBATD,
MycKaTh B MPOKAT, MyOJIUYHO UCTIOIHSTH, IOKA3bIBATh/UCIIOIHATE B 3(UpPE WIHM pa3MellaTh B
WHuTepHere.

Hcnonp3oBanue "mupaTckoro" mporpaMMHOro 00ecriedeH sl MOXKET IPUBECTH K MHOTUM
pHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM J10 OJOKHPOBKU TBOETO YCTPOMCTBA, I/1e
yCTaHOBJIEHA HejleraibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETajbHbIE
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJie

CeteBu4OK.p( - TBOH TJIaBHBIN COBETYHK B CETH. 3/1€Ch Thl MOXKEIITh Y3HATh O O€30TaCHOCTH B
CETH MOHATHBIM U JOCTYIHBIM SI3IKOM, & TP BO3SHUKHOBEHUH KPUTUUYECKON CUTyalluU
00paTHUThCS 32 COBETOM. A TaKkKe MPUHATH ydacTHe B KOHKYPCax M CTaTh CaMbIM ITU(GPOBHIM
rpakJJaHUHOM!
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