MEJATOT'AM O HH®OPMAIIMOHHOM BE3OITACHOCTH

Korna peus 3axoaut 06 nH(OpMaIMOHHON 0€30IaCHOCTH, OOBIYHO Mbl HAUMHAEM TyMaTh O
KOMIIbIOTEpAX, CETAX, MHTEpHETE U Xakepax. Ho ais oOpa3zoBarenbHOM cpenibl TpobiieMa CTOUT
HIMpe: B OTPAXKACHUH YJalIerocs 0T HHPOPMAaLIUU, KOTOpasi MO>KET HETATUBHO MOBJIUATH HA €T0
(dopMHpOBaHUE U PA3BUTHE, TO €CTh O IPOINAraH/e pa3IMYHON HAIIPABIEHHOCTH.

ITonsitue nHGpopMaHOHHOI 0e30aACHOCTH

[Mox mapOpMaLIMOHHOI 6€30MTACHOCTHIO MOHUMAETCS 3aIUIIEHHOCTh HH(POPMALIMOHHOM
CHCTEMBI OT CJIy4allHOI'O WJIM IPeAHaMEPEHHOI0 BMEIIATeNbCTBA, HAHOCSILETr0 yiepo
BJIaJICJIbLIAM HJIH T10JIb30BATEISIM HH(OPMAIIH.

Ha npakTike BaKHEHIIUMHU SBISIOTCS TPH acleKTa HHPOPMAIMOHHOMN 0€301MacHOCTH:
e  JIOCTYITHOCTH (BO3MOKHOCTH 32 pa3yMHOE BpeMsI IOJIyYUTh TPeOyeMyto HH(POPMAITHOHHYIO
yeuyry);
o HTCJIOCTHOCTH (aKTyaJIBHOCTB nu HerOTI/IBOpe‘lI/IBOCTB I/IH(bOpMaI_[I/II/I, €€ 3allIMIIICHHOCTH OT
pa3pyllIeHHs] 1 HECAaHKIIMOHUPOBAHHOTO N3MECHEHHS ),
e  KOH(HJICHIUAITBHOCTH (3aIIUTa OT HECAHKITMOHUPOBAHHOTO TIPOYTCHUS).

Hapymenust 1ocTynmHOCTH, ETOCTHOCTH U KOH(DHUICHINATBHOCTH HHPOPMAITUN MOTYT OBITH
BBI3BaHbI PA3JIMYHBIMH OMACHBIMHU BO3JICHCTBUAMHU Ha HH(GOPMAIIMOHHBIC KOMITBIOTEPHBIC
CUCTCMBI.

OcHOBHBIE YIPO03bl HHGOPMAIIMOHHOMH 0€30IIACHOCTH

CoBpeMeHHas nH(GOpPMALMOHHAS CUCTEMA MIPEJICTABIIAET COO0M CI0KHYIO CHCTEMY, COCTOSIILYIO
13 OOJIBLIOTO YKCIIa KOMIIOHEHTOB pa3IMYHON CTENEHH aBTOHOMHOCTH, KOTOPBIE CBSI3aHbI
MEXIy cCOO0H M 0OMEHUBAIOTCS TaHHBIMHU. [IpakTHYeckn Ka)Iblii KOMIOHEHT MOYKET
IIOJIBEPTHYTHCS] BHEIIHEMY BO3/1ECHCTBUIO MIIU BBIMTU U3 CTPOs. KOMIIOHEHTBI
AaBTOMATU3UPOBAHHOW MH(OPMALIMOHHON CUCTEMbI MOXHO Pa30UTh Ha CIEIYIOIINE IPYIIIbI:

Annapammnuvle cpedcmea. IT0 KOMINbIOTEPbI U X COCTABHbIE YACTH (MIPOLECCOPHI,
MOHHUTOPBI, TEPMUHAJIBI, IepU(pepHiiHbIe YCTPOMCTBA — IPHHTEPbI, KOHTPOJLJIEPbI,
Ka0eju, JUHUU CBSI3H H T.J1.);

Ilpozpammnoe obecneuenue. ITo NpUOOGPETEHHBIE MPOTPAMMBbI, HCXO/IHbIE, 00 bEKTHbBIE,
3arpy304Hbie MOYJIH; ONePAIMOHHbIE CUCTEMbI H CHCTEMHBbIE MPOrPAMMBbI
(KOMIMJASTOPbI, KOMIIOHOBIIMKHU H P.), YTHIUTHI, IHATHOCTHYECKHUE IPOrPaMMbl H T.]1.;

/Jlannvle, XxpaHUMbIe BpeMEHHO U MOCTOSTHHO, HA JUCKAX, (D IIKAX, TeYaTHbIE, APXUBBI,
CHCTEMHbIE KYPHAJIbI U T. 1.}

Ilepconan. Ilonb30BaTes I, CHCTEMHbIE AIMHHHCTPATOPHI, IPOrPAMMHUCTHI U JAP.

OrnacHble BO3/IEHCTBUSI HA KOMITBIOTEPHYIO HH(DOPMAITMOHHYIO CUCTEMY MOXHO TOJIpa3IeInuTh
Ha CJTy4aliHbIE U MpeHaMEpEHHbIC. AHAMIN3 OIbITa MPOSKTUPOBAHUS, U3TOTOBJICHUS U
SKCIUTyaTalli MHPOPMAIIMOHHBIX CHCTEM MOKA3bIBAET, YTO MH(GOPMAITUs TIOIBEPTaeTCs
Ppa3IMYHBIM CITy4ailHBIM BO3JICMCTBUSM Ha BCEX ATalax IMKJA XKU3HU cucTeMbl. [Ipuunnamu
CIIy4aifHBIX BO3JICHCTBUH MPHU IKCILUTyaTallUd MOTYT OBITh:

e aBapHWIHBIC CUTYAIIUU W3-3a CTUXUIHBIX OCICTBUI M OTKIIFOUCHHUH dJIEKTPOTTUTAHUS;

e OTKa3bl U cOOM ammaparypsl;

e OMMUOKH B MPOTPaMMHOM OOECIICUCHUH,

e OwUOKH B paboTe NepcoHana;
MTOMEXH B JIMHUSAX CBSI3U U3-3a BO3/ICHCTBUI BHEIIHEW CPE/IbI.



IIpennaMepeHHbIe BO3AEHCTBUA — 3TO 1I€JICHANPABJICHHBIE ACHCTBUS HapymuTens. B
KaueCTBE HAPYIIUTENS MOTYT BBICTYNATh CITYXaIllUi, TOCETUTENb, KOHKYPEHT, HA€MHUK.
JleiicTBHS HAPYIIUTENS MOTYT OBITh OOYCIIOBIICHBI PA3HBIMU MOTHBAMH:

e HEJIOBOJBLCTBOM CIYXaIIETO CBOEH Kapbepoii;

e  B3STKOIL;

e JIIOOOMBITCTBOM,;

e KOHKYPEHTHOH 00pn0O0ii;

e CTpPEMJIEHHUEM CaMOYTBEPIUTHCS JII000I LIEHOH.

MO>XHO COCTaBUTh THIIOTETHYECKYIO MOJICINIb TIOTCHIINAIBHOTO HAPYIIUTEIS:
e  KBaNM(UKAIM HAPYIIUTEIS Ha YPOBHE pa3pabOTUMKa JaHHOW CHCTEMBI;
e HApYIIUTEJIEM MOXKET OBITh KaK MOCTOPOHHEE JIUIIO, TAaK U 3aKOHHBII MTOJIb30BATEIh
CUCTEMBI,
e HAPYIIUTEIIO U3BECTHA MH(OPMALIUS O IPUHIUIIAX PAOOTHI CHCTEMBI;
e HaApYyIIUTENb BeIOMpaeT Hanboee caadoe 3BEHO B 3aIUTE.

Haubonee pacnpocTpaHeHHBIM U MHOTOOOPa3HBbIM BUJIOM KOMITBIOTEPHBIX HAPYIIEHUI
SIBIISIETCSl HECAHKITMOHUPOBAHHBIHN TOCTYN. HecaHKITMOHUPOBAHHEIN JOCTYIT UCTIOIB3YET JTHO0YI0
OLIMOKY B CHUCTEME 3allMThl U BO3MOXEH IIPU HEPallMOHAIbHOM BbIOOpE CPEJICTB 3aILUThI, UX
HEKOPPEKTHOM YCTaHOBKE U HACTPOMKE.

[IpoBenem knaccupuKanuio KaHATIOB HECAHKIIMOHUPOBAHHOTO JJOCTYIIA, IO KOTOPBIM MOXHO
OCYILECTBUTDH XUIIEHUE, U3MEHEHUE WM YHUUYTOXKEHHE HHPOPMALIUU:
Yepes uenoseka:
e XMHIIEHHUE HOCUTeJell nHpopManuu;
e YTeHHMe HH(POPMALMHU C IKPAHA WM KJIABHATYPbHI;
e YTeHHe HHPOPMALMH U3 pacNevyaTKH.
Yepes npozpammy:
e ImepexBaT MmapoJiei;
e Jemu(poBKa 3a1IM(PPOBAHHOH HHPOPMALIUH;
e KONHPOBaHHE HH(POPMALMH C HOCUTEIS.
Yepes annapamypy:
e MNOAKJIYEHHE CIECNHATBHO Pa3padoTaHHBIX ANMAPATHBIX CPEICTB, 00eCIeYnBAIOIIMNX
AOCTYIl K HH(OpMALHH;
e mepexBaT MOOOYHBIX JIEKTPOMATHUTHBIX M3JIYYCHHI OT annapaTypsbl, THHUH CBS3H,
ceTell JIeKTPONUTAHUA U T..

Oco00 cnenyeT 0CTaHOBUTHCS HAa YTPO3ax, KOTOPHIM MOTYT MO/IBEPraThCsl KOMIIbIOTEPHBIE CETH.
OcHOBHast 0COOEHHOCTD JTF000I KOMITBIOTEPHON CETH COCTOUT B TOM, UTO €€ KOMIIOHEHTHI
pacripeiesieHbl B ipocTpaHcTBe. CBA3b MEX/Y y3JIaMHU CETH OCYIIECTBIsIeTCs (PU3NYECKU C
MOMOIIbIO CETEBBIX JIMHUI U MPOTPAMMHO C IOMOIIBI0 MeXxaHu3Ma coodiieHuil. [Ipu atom
yIIpaBJIAOLIIE COOOIIEHHS U JaHHBIE, TEpeChUIaeMble MEXAY Y3JaMU CETH, IIEpeIaloTCs B BUJIE
nakeroB ooMeHa. KoMIbloTepHbie CETH XapaKTepHbI TEM, UTO MPOTHUB HUX MPEANPUHUMAIOT TaK
Ha3bIBacMbI€ yJajeHHbIE aTaku. HapymuTens MOKeT HaXOAUTHCA 3a THICSIYM KHUJIOMETPOB OT
aTaKyemoro oObeKTa, Mpu ATOM Hala/IeHUI0 MOXKET MOJIBEPTaThCsl HE TOIbKO KOHKPETHBIN
KOMITBIOTEP, HO U MH(OpPMAIHs, TePEJaroIIascs 10 CETEBbIM KaHallaM CBSI3H.

Oodecneuenne MHGOPMAMOHHONW 0€30MIACHOCTH

dopmupoBaHue pexuMa HH(GOpMaMoHHON 6e30acHOCTH — MpobiieMa KOMIUIeKCcHas. Mepsbl 1o
€€ PEeIICHUIO MOXHO MO/IPA3/IeNIUTh Ha MATh YPOBHEH:
1. 3akonooamenwnuiit . 310 32KOHBI, HOPMATUBHbIE AKThI, CTAHJAPTHI U T.11.

HOpMaTI/IBHO-HpaBOBaH Oaza onpeacigromas nopsasaoK 3allUThL HH(bOpMaHI/IHZ



2. Mopanvno-amuueckuii. BceBO3MOXXHBIC HOPMBI IOBEICHI S, HECOOTIOICHIE KOTOPHIX BEJET
K HaJICHUIO TIPECTHKAa KOHKPETHOTO YeJIOBEKa MJIH eSO OpraHn3aIHiH.

3. Aomunucmpamuenuwtil. JleiictBus 001Iero xapakrepa, IpeAnpHHIMAcMble PyKOBOJICTBOM
opranu3anuy. TakuMu JOKyMEHTaMHU MOTYT OBITh:

e MpHKa3 pPyKOBOJUTEIS O Ha3HAUYECHHH OTBETCTBEHHOTO 3a oOecreueHue nH(HOPMAIIMOHHOK
0€30I1aCHOCTH;

e JIOJDKHOCTHBIE 00513aHHOCTH OTBETCTBEHHOTO 3a obecnieueHre nHPOPMAITMOHHON
0€30I1aCHOCTH;

e MEpPEYCHb 3aIMIIAEMbIX HHPOPMALMOHHBIX PECYPCOB U 0a3 TaHHBIX;

e  HMHCTPYKIHIO, ONPENIEIISAIONIYIO MOPSIIOK MTPEIOCTaBICHUS HH(POPMAIH CTOPOHHUM
OpraHu3aIUAM I10 UX 3aIpocaMm, a TAKKe 0 IpaBaM JI0CTYIa K HEMl COTPYTHUKOB
OpraHHU3aluy.

4. @u3suueckuii. MexaHn4ecKue, AIEKTPO- U IEKTPOHHO-MEXaHNYECKUE MPENSATCTBUS Ha
BO3MOJKHBIX ITyTSIX IPOHUKHOBEHHS NOTCHINAIBHBIX HAPYILIUTEICH.

5. Annapamno-npozpammmuaiii (31EKTPOHHBIE YCTPOICTBA U CIIELUANIbHbBIE IPOTPaMMBbl
3aIUTHl THOPMAITIH).

IIpuHsATHIE MepBbI 110 CO3AAHNI0 0e30nacHOli HHGOPMAMOHHON CHCTEMBbI B LIKOJIE:
e O0ecneyeHa 3alIUTa KOMIIBIOTEPOB OT BHEIIHUX HECAHKIIMOHMPOBAHHBIX
BO3eHCTBUI (KOMIIBIOTEPHbIE BUPYCHI, JIOTHYECKHE 00MObI, AaTAKH XaKepPOB U T. 11.)
e YcTaHOBJIEH CTPOTHii KOHTPOJIb 32 YJIEKTPOHHOM MOYTOM, 00ecrevyeH MOCTOAHHBII
KOHTPOJIb 32 BXOJSIIIEH U MCXOAs1Ieil KoppecnoHIeHI[ue.
e YcTaHOBJIEHBI COOTBETCTBYIOIME MAPOJIH HA MepcoHabHbIe TTK.
e MHcnonb30BaHbI KOHTEHT-QUIBTPBI, AJS QUIBTPALMHU CAWTOB 110 UX COAEPKUMOMY.

Ennnast COBOKYIHOCTh BCEX 3TUX MEP, HAIIPABIEHHBIX HA IPOTUBOJICHCTBHUE YIPO3aM
0€30MacHOCTH C LENbI0 CBEICHUS K MUHUMYMY BO3MOXKHOCTH yIiepOa, 00pa3yroT cCUCTEMY
3aIUTEL

CrenuanucThbl, UMEIOIINE OTHOILICHUE K CUCTEME 3allMThI JOJKHBI IOJHOCTBIO MPECTABIATh
ceOe MPHUHIKITBI ¢ PYHKIMOHUPOBAHUS U B CITy4ae BOSHUKHOBEHUS 3aTPYIHUTEIbHBIX
CHTYaIMii aJIeKBaTHO Ha HUX pearupoBarth. [10/1 3a1UTO# JODKHA HAXOUTHCS BCS CUCTEMa
00paboTKH HHPOpPMALIKH.

Hnua, 3aHUMArOIrCCs obecneueHreM I/IH(I)OpMaI_[I/IOHHOI\/'I 6e3OHaCHOCTI/I, JOJIDKHBI HCCTH
JIMYHYIO OTBCTCTBCHHOCTD.

Hanexxnas cuctema 3amiuThl JOMKHA OBITh MMOJHOCTHIO MPOTECTUPOBAHA U COTJIACOBAHA.
3amura craHoBUTCS Oosiee YHPEeKTUBHOM U THOKOH, €CITM OHA JIOMYCKAeT U3MEHEHUE CBOUX
MapaMeTpoB CO CTOPOHBI AIMUHHUCTPATOPA.

B 3akitoueHune cBoero Joki1aga XoTesloch Obl 1aTh HEKOTOPbIE PEKOMEHJAIIMU IO OpraHu3aIuH
paboThl B MH(OPMAILIMOHHOM NIPOCTPAHCTBE, YTOOBI yOepeub ce0s1 U CBOMX OJIM3KUX OT
UHTEPHET-TIPECTYITHUKOB.

Pexomenaanum mo opranusanuy padorsl B MHHPOPMAaLMOHHOM IIPOCTPAHCTBE

1. Ilepen Hauanom paboThl HEOOXOIUMO YETKO C(HhOPMYTUPOBATH 1EJIb U BOIIPOC TOMCKA
uH(pOpMaLIUH.

2. XKenarenbHo BbIpabOTATh ONTUMAJIBHBINA aIrOPUTM NoKCKa HHGopManuu B cetu HTepHeT,
YTO 3HAYUTEIIBHO COKPATUT BPEMS M CHJIBI, 3aTPaY€HHbIE HA TIOWCK.

3. 3apaHee yCTaHOBUTH BpEMEHHBIN JIUMHUT (2-3 yaca) paboThl B MH(OPMALIHOHHOM
IPOCTpaHCTBE (IPOCMOTP TeNenepeaauu, yrenue, IHTepHer).



4. Bo Bpems pabOThI HEOOXOIUMO JIeTIaTh TIepepbiB Ha 5-10 MUHYT 1S CHATUSA (PU3NUECKOTO
HAINPSOKCHUS ¥ 3pUTEIILHON HArpy3KH.

5. HeoO6xoaumo 3HaTh 3-4 yrnpa)KHEHUS JJIs1 CHATHUS 3pUTEILHOTO HAIPSHKCHUS U (PU3HYECKOM
YCTaJIOCTH.

6. PaboTaTh B XOpOII0 MPOBETPEHHOM TOMEIIEHHUH, IPYU ONTUMAIBLHOM OCBEILIIEHUH U B
y100HOi#1 no3e.

7. He CTOUT NIETKOMBICIIEHHO 00pamaThcs Co CraM-MuchbMaMi M 3aX0IUTh Ha HEOE301acHbIe
BeO-caiThl. /{151 ”HTEPHET-NIPECTYIMTHUKOB Bbl CTAHOBUTECH JIETKOM TOOBIYEH.

8. HpI/I perucTtpaiu B COOUAJIBbHBIX CETAX, HE yKaBBIBaﬁTC CBOM IICPCOHAJIbHBIC JaHHBIC,
HarmpuMmep: aapecC Wi JCHb POXACHU.

9. He HCHOJ’IBSyﬁTC B JIOTUHEC WUJIK IMapoJIi€ IIEPCOHAJIbHBIC TaHHBIC.

10. Bce aT0 mmo3BosieT HHTCPHET-NIPCCTYIITHUKAM ITOJTYYHUTh JaHHBIC JOCTYIIa K aKKayHTaM
BHGKTpOHHOﬁ IIOYTHhI, a4 TAKKC I/IH(bI/IHI/IpOBaTB JOMAaIIHUE IIK JJIs1 BKIIFOUCHUS UX B 00T-ceTh
WJIN JJI1 TIOXUIICHU A 0aHKOBCKHX JaHHBIX pOl[I/ITeJICf/'I.

11. Coznaiite cOOCTBEHHBIN IPOQIIIH HA KOMIBIOTEPE, YTOOBI 00€30nacuTh HHPOPMAILIHIO,
XPaHSIIYIOCS HA HEM.

12. He 3a0bIBaiiTe, 4TO (hakThl, 0 KOTOPHIX BBl y3HaeTe B VIHTepHETE, HY)KHO OYEHb XOPOIIIO
MIPOBEPUTH, €CIIH BHIOYETE UCIIOIB30BAaTh UX B CBOEH JoMaliHel padote. LlenecooOpazno
CPaBHHUTH TPH UCTOYHUKA MH(DOPMALIHH, TIPEIKIC YEM PEIINTh, KAKUM HCTOYHUKAM MOKHO
JIOBEPSTH.

13. O pocToBepHOCTH MHPOPMAIIHMH, TOMEIIEHHOH Ha CaiiTe MOXKHO CYAUTH 110 CaMOMY CauTy,
y3HaB 00 aBTOpax caira.

14. Pazmerias naopmanmro o cede, CBOMX OJM3KUX U 3HAKOMBIX Ha CTPAHMIIAX COIUATBHBIX
CETEe, CIPOCUTE MPEABAPUTEITHHO Pa3pelIeHHe Y TeX, 0 KOM OyeT 3Ta nHdopmarms.

15. He cnenyet pa3MeniaTh Ha cTpaHuLax BeO-caliToB cBou otorpaduu u pororpapuu CBOUX
OJIM3KHUX U 3HAKOMBIX, 32 KOTOPbIE BaM IIOTOM MOXET ObITh CTBITHO.

16. CobmroaiiTe mpaBuia 3TUKK pu o01ieHuH B IHTepHeTe: rpy00CTh MPOBOLUPYET APYTHX
Ha TaKOE XK€ IOBEJCHHUE.

17. Ucnons3ys B cBoel paboTe MaTepual, B3AThI U3 HHPOPMALMOHHOTO UCTOYHUKA (KHHTa,
nepuoanyeckas rnevyarb, IHTepHeT), ciaenyer yka3arh 3TOT HCTOYHUK MH(GOPMaUU WK
c/lenaTh Ha HEro CChUIKY, €CIIM MaTepHall Oblll BaMH IepepadoTaH.



